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What is a Reference Architecture?
Generic models or diagrams at the any architecture level that can serve as 
a starting point for organization-specific architectures. 

Reference Architectures should:

• Fit cleanly into the big picture
• Be comprehensive enough to contain lower-level architectures, designs
• Be generic enough to be adapted to many clients, environments, contexts
• Future proof users against emerging, disrup<ve trends and opportuni<es

A Security Reference Architecture can be used to create part of an 
Enterprise Security Architecture

Intended audience: Security Leaders and Architects.*
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* Although ar,facts from the reference architecture aren’t cra5ed for 
business leaders, they are designed to provide business-driven solu,ons 
that can be summarized or adapted for business repor,ng.
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Business Alignment
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Enterprise Security-Related Processes

Network 
security

Iden,ty and 
Access MGT

System, Vuln, 
Config MGT

Configura)on
MGT

Vulnerability
MGT

Data governance, 
informa)on 

classifica)on,
e-discovery

Informa,on 
Protec,on

Enterprise IT/OT Resources

Workforce 
Users and 
Devices

Global Mul)-
Cloud and Edge 

IT Presence

Enterprise Data Centers

CSP 
controlledCompute

Network

App

Enterprise ApplicaCons, 
CollaboraCon Systems

CSP 
controlled

CSP 
controlled

SaaSPaaSIaaS

Access MGT & 
Cer)fica)on

User iden)ty life 
cycle MGT

Desktop 
and mobile 

device 
MGT

App porBolio MGT, appsec tes3ng 
and QA, component LCM

IT Opera)ons 
management, 

tes)ng, DevSecOps

Storage & Backups MGT

Facili3es 
MGT

Network 
MGT 

Network 
Security 
Tes)ng

Security Related Processes View

Opera3onal 
Technology (OT) 
MGT processes 

Asset
MGT IT Service & Change Management

Compliance, Assurance, Audit MGT
(for GDPR, CCPA, FINRA, SOX…) 

Risk Management
Business Con?nuity MGT

Vendor and 
Supplier MGT

Security 
Monitoring

Incident 
Response

Security 
Program MGT

Process View
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Enterprise Security Opera,ons and Services
IT Service Management

Asset
MGT

Asset risk 
profilesCMDBIT GRC,

SIEM, AI/ML
Threat intel 
sharing

MSSP
SOAR

Incident case 
MGT

Perimeter devices and 
MGT,  XDR, CASB, 
SWGs, SEGs, an)-

DDOS, Network Traffic 
Analysis, SASE, Zero 
Trust Architecture, 

Geofencing

Network 
security

Iden,ty and 
Access MGT

System, Vuln, 
Config MGT

Host, VM, container 
security

OS and app 
discovery,  

configura;on 
security baseline 

checking, vuln 
scanning, patching

Sensi)ve data 
discovery, e-discovery, 

encryp)on and key 
MGT, Privacy-by-
Design, DLP, DRM

Informa,on 
Protec,on

Enterprise IT/OT Resources

Workforce 
Users and 
Devices

Global Mul)-
Cloud and Edge 

IT Presence

Enterprise Data Centers

CSP 
controlledCompute

Network

App

Enterprise ApplicaCons, CollaboraCon
Systems

CSP 
controlled

CSP 
controlled

SaaSPaaSIaaS

Directory services, 
Decentralized IDs, 

IGA, MFA, SSO, 
IDaaS,  PAM, ABAC, 

privacy/consent, 
CIAM  

KEY 

SWGs: Secure Web Gateways
UEM: Unified Endpoint MGT
VDI: Virtual Desktop I/F
WAF: Web app FW
XDR: Extended detecHon & 
response

AI/ML: ArHficial Intelligence, Machine 
Learning
CASB: Cloud Access Security Broker
CIAM: Consumer IAM
CMDB: ConfiguraHon MGT Database
CSPM: Cloud Security Posture MGT

DDOS: Distributed denial of service
DLP: Data Loss ProtecHon
DRM: Digital Rights MGT
EPP: Endpoint ProtecHon Pla[orm
EDTR: Endpoint DetecHon Threat 
Response. GRC: Governance, Risk & 
Compliance 

IGA: IdenHty Governance & Admin
MAM: Mobile ApplicaHon MGT
MDM: Mobile Device MGT
MFA: MulH-Factor AuthenHcaHon
SAST/DAST: StaHc/Dynamic Security 
Analysis & TesHng 

SASE: Service Access Service Edge
SBOM: So\ware Bill of Materials
SEGs: Secure Email Gateways
SIEM: Security InformaHon and 
Event MGT
SLCM: Security Life Cycle Config 
MGT

UEM, VDI,
EPP, EDR,  

MDM
MAM  

App Sec, API GW, WAF, 
SAST, DAST, SBOM

VM or container 
orchestra)on, CSPM, 
DevSecOps, Micro-

segmenta)on, 
PAM, secrets MGT

Cryptography, tokeniza3on, DRMBackup, HA, BC/DR

IOT GW, SDLC
Specialized 
interfaces

Physical 
security

Technology View
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Security governance
Risk management
Security policies and awareness
Asset management
Third party management

Network security
Endpoint security
IdenCty and access MGT
ConfiguraCon and Change MGT
Vulnerability MGT
InformaCon protecCon 
ApplicaCon security and 
Secure soOware development
Physical security
Secure HR pracCces

Real-,me threat detec,on
Logging and Log Review
User account monitoring

Incident response

Backup and data 
recovery
Business con,nuity

NIST Cybersecurity 
Framework Model

Map Functional Control Domains to 
NIST CSF
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Mapping Ref Arch Controls to NIST 
CSF
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The Security Leader’s Guide to 
Business Alignment

The Book

Mul/cloud 
Security

Reference
Architecture
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Business and Risk Contextual
Models

Business Requirements
and Required Outcomes

Business Alignment Framework

KPIs
ROLES

KRIs
RACIs

Func,onal Views 
of Hybrid ITSecurity

Technology
Models

Security, 
Compliance,

Risk MGT 
Process 
Models

Mapped 
To



Business View
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Business, Regulatory, and Risk Context

Regional sites
Regional markets

Applicable RegulaCons
Customs

Business 
Process 
Models*

Organiza,ons 
and 

Rela,onships*

Business 
Geography & 

Cultural 
Models

Business  
and Industry 
Drivers for IT

IT iniCaCves
Time to Opportunity 

Digital transformaCon
Enterprise Architecture

HR, Sales, 
MarkeCng, AccounCng, 

LOB specific, etc.

Line of business (LOB) units
Business partners
Customer types

Largest customers

Business Risk 
Model*

ExecuCve 
sponsorship

risk appeCte, risk
register, risk council

* Asterisked items also included in the “Enterprise Security Architecture: A Business-Driven Approach”
By John Sherwood, Andrew Clark, and David Lynas

Business 
Requirements 

Required Outcomes
for IT & Security

Business-
Driven IT and 

Security 
Architecture

Business Alignment 
Framework



Cybersecurity Roles in Many Departments

21Image Source: “Rational Cybersecurity for Business: The Security Leaders’ Guide to 
Business Alignment” by Dan Blum is licensed under CC-By-4.0.   

https://www.apress.com/gp/book/9781484259511
https://creativecommons.org/licenses/by/4.0/


Align Business Functions to 
Control Domains
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Excerpt
…

Image Source: “Rational Cybersecurity for Business: The Security Leaders’ Guide to 
Business Alignment” by Dan Blum is licensed under CC-By-4.0.   

https://www.apress.com/gp/book/9781484259511
https://creativecommons.org/licenses/by/4.0/


Manage Risk In the Language of 
Business

23Image Source: “Rational Cybersecurity for Business: The Security Leaders’ Guide to 
Business Alignment” by Dan Blum is licensed under CC-By-4.0.   

Manage
DOWN

Manage UP

CISO’s
Security 

Organization

https://www.apress.com/gp/book/9781484259511
https://creativecommons.org/licenses/by/4.0/


Keys to Business Alignment in the 
Multicloud Environment

24Image Source: “Rational Cybersecurity for Business: The Security Leaders’ Guide to 
Business Alignment” by Dan Blum is licensed under CC-By-4.0.   

https://www.apress.com/gp/book/9781484259511
https://creativecommons.org/licenses/by/4.0/
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Next Steps: Fitting the Reference 
Architecture to Your Business and 
Security Program
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Plan 

Do 

Check 

Act 

Develop Business Requirements. Work with stakeholders to: 
• Iden&fy: What capabili<es from the Ref Arch to select and 

priori<ze for security program and deployment plans?
• Discover: Which capabili<es are in place, which are not?
• Assess: Maturity, or effec<veness, risk-appropriateness of 

exis<ng solu<ons
• Align: Security-related Roles, RACIs, KPIs, and KRIs

Acquire, Build, or Implement

Validate Readiness with stakeholders, test capabili,es

Deploy solu,ons



Additional Recommendations
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• Align cybersecurity risk management and 
governance with business drivers and 
required business outcomes

Digital 
Transforma/on

• Mature third party management systems
• Implement distributed IAM, data discovery

Mul/cloud 
Environments

• Develop agile risk management processes
• Pursue zero trust, cybersecurity mesh 

architectures

Expanding Risk 
Matrix

• Posi,on security as “coach” to business, IT 
staff

• Establish security championship programs

Cybersecurity 
Skills Shortage



Conclusion

• The Security Reference Architecture can help clients advance 
many initiatives, from a full Enterprise Security Architecture to 
individual security projects

• Use it as a yardstick to tell you “what good looks like” or to 
identify what components you need to work on

• TechVision Research will be drilling down into the Reference 
Architecture’s high-level capabilities in future documents

• TechVision Consulting can help clients apply the Reference 
Architecture through custom engagements
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